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The festive season is here, bringing with it plenty of excitement, family time, and likely a bit
more screen time for everyone! Whether your child is playing new games, connecting with
friends online, or exploring their favorite apps, it's essential to ensure they stay safe while
enjoying the digital world.

Here are some key online safety tips to help you and your child make the most of the
Christmas break:

1. Talk About Online Safety 2. Stay Informed About Their Devices

Open Conversations: Take the time to talk to New Tech for Christmas? If your child is

your child about their online activities. Ask receiving a new device, set it up together. Adjust
what apps and games they’re using and who parental controls, privacy settings, and screen
they’re talking to. time limits to suit their age.

Set Boundaries: Discuss what is safe to Update Software: Ensure all devices have the
share online and remind them to avoid sharing latest software and security updates installed.

personal information like their address, school
name, or phone number.

4. Keep Games and Apps Safe
Age-Appropriate Content: Check that the apps

3. Monitor Screen Time and games your child is using are age-

Agree on Limits: Set clear boundaries around appropriate. Use PEGI ratings or similar tools to
how much time your child can spend online guide you.

each day.

In-App Purchases: Disable or limit in-app
Balance Activities: Encourage offline purchases to avoid unexpected costs.
activities, like family games, crafts, or outdoor

play, to ensure a healthy balance over the : :
holiday. 6. Encourage Kindness Online

Digital Citizenship: Remind your child to treat
others kindly online, just as they would in person.

5. Watch Out for Scams Encourage them to report and block anyone who
Holiday Scams: Be cautious of emails or is bullying or behaving inappropriately.
messages offering free games, discounts, or

prizes. These could be phishing attempts. Privacy: Reinforce the importance of keeping
Secure Payments: Only make purchases passwords private and not sharing accounts.

from trusted websites and encourage your
child to speak to you if they’re unsure about
anything they see online.

If you have any concerns around online safety, please report to a school

Designated Safeguarding Lead.
Tel: 01159326374 Email: safeguarding@bennerleyfields.Derbyshire.sch.uk




At Natlonal Online Safety, we belleve in empowering parents, carers and trusted aduits with the information to hold an informed conversation about online safety with their children, should they feel
Itis nesded. This gulde focuses on one of many Issues which we belleve trusted adults shouki be awars of, Please vislit www nationalonlinesafety.com for further guldes, hinte and tips for aduits.

What Parents & Carers Need to Know about . *

SETTING UP APPS, GAMES
— <+ AND SOFTWARE

Millions of new phones, tablets, laptops and games consoles will be nestling under Christmas trees this
year. However, even if parents and carers have gone to the trouble of setting up these new devices and
enabling the safety features, there are still potential hazards in the apps, games and software that
children will want to install and use. Knowing what to look for and discussing those risks with your child
may help avoid any nasty surprises this Christmas. Here are our top tips for ensuring that unwrapping
this year's presents doesn't unleash any unexpected dangers.

CHECK THE SPECS

To avoid let-downs, check a
gome’s specs before buying -
especially for PC or Mac, where

games often need a particular
raphics chip or processor to work.
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ites like systemrequirementsiab.com
can scan your computer to see if it will
k the suitabiil run certain games properly. On consoles,
\ ‘ make sure you're buying the right version:
some newer Xbox or PlayStation games
won't play on older consoles.

MONITOR IN-GAME COMMS
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, APPS ARE AGE RATED, TOO
Like games, apps in the major stores have

ago ratings, too ~ so you can see in advance
ther an upg' appropriate for your child.
phones'

CONSIDER STORAGE

Most apps and games will tell you in
the online store how much space they need
on a device. Check this carelully ~ especiaily Common tricks are apps or games that have (ot

% Even in the official stores, untrustworthy
rogue apps can slip through the net.

Additionally, parental control settings with games, which can run into hundreds of al’lg:\tlx different name to enuine article
allow you to set age limits, preventing young ones megabytes and beyond. If you don‘t have enough ?Fo ight rather than Fortnite, for instance) or
from downloading unsuitable apps themselves. free storage on a device to run the game or app, use logos which deliberately look very similar to
These ratings aren’t infallible, however: we've seen you won'’t get a refund from the store. You can the official app. To avold downloading these

TV apps featuring adult shows with an age rating normally check a device's available starage sp imitations, read the uipr'l description and check
of 3, for example. through the settings menu. who the publisher is listed as.
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LEGAL APPS THAT BREAK THE LAW IN-APP REGISTRATION

STAY UPDATED
There are many oml that are perfectly lo%ul but It's common for apps and games to Most games and orps are subject to regular
ps W

enable illegal act - streaming ap ich let ask users to register: enterin rsonal updates, which not only offer new content and
‘no e wafch football matches, say, without paying details like email address, date of birth and features but also provide critical security )
or Sky or BT Sport. Prosecution for using such apps’ — other information you might not want your child improvements. Children tend to ignore such

. is rare, but they can lead to risky behaviour like to divulge. Ask them to our permission updates - usually because they don’t :
viewing r:gn streams on sites teeming before g any personal info to an app - and understand why they‘re important, or they ay
with malicious links. Watch for children consider using your details rather than the child’s, simply want to get straight on with gaming.
installing unusual apps with ‘TV’, so they're not targeted by marketing spam or put Check your child’s devices periodically to
‘stream’ or ‘sport’ in the name. (VRS _ at risk of having their data stolen. . make sure these updates are being installed. .

- ‘“‘H':’— < A
{ National

| Online _
{ Safety
" #WakeUpWednesday

ST e N
Meet Qur Expert

Barry Collins has been a technology journalist and editor for
more than 20 years, working for titles such as the Sunday Times,
Which?, PC Pro and Computeractive. He's o red reguiarly as
a technology pundit on television and radio, Including on
Newsnight, Rodio § Live and ITV News ot Ten, He has two children
and has writes regularly about internet safety issues.
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